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FCC Services Utllized

Part 15

= ISM (Industrial, Scientific, Medical)

= WMTS (Wireless Medical Telemetry
Service)

= PLMRS (Private Land Mobile Radio
Service)

+ Public Safety
+ Bio-medical Telemetry
¢ Industrial/Business
+ Private Land Mobile Paging
+ Radiolocation
= Paging
= MURS (Multi-Use Radio Service)
= FRS (Family Radio Service)

= GMRS (General Mobile Radio
Service)

= MICS (Medical Implant
Communications Service)
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Medical Telemetry
RFID
Spread Spectrum

U-NII (Unlicensed National
Information Infrastructure)

UWB (Ultra WideBand)
» Medical Imaging

Cellular Radio Service
SMRS (Specialized Mobile Radio)

AWS (3G) - Advanced Wireless
Services Spectrum

PCS (Personal Communications
Service)

Amateur Radio
Private Operational Fixed Microwave
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Use Cases - Overview
3Augld Rev 3b

ole

1) Drawings are mianded fa be representanne of
devces; da bt sake leerallyll

2) Heaing dachors, ag number of A7's or FWD's, aic,
e e Cage or topoiogica @ are oot shawn

Topological Areas of Interest
Institutional |

Medical- point of poc) Clinical \ — P
| Medical- Foint o Gare;{_i?_ii—_ﬂl—', aq Hospital  \ \%\ Inter-Institutional
— Waternity | | N
La'_.rerasmnm oy ; w‘?‘ J

\
o

\ PCICLI
? / Stap-Dow| nﬂh!:\ﬂlqlﬂg]i

...". A y I g -. i .J"l
N WMAN MedEuar.: o> \ 4 - /
: ,ﬁf‘nbulance \

Yo N AmbLAleey
\\ hhaniiorireg

Usa Casas (UC)
1) Home Monitaring N

2) Hospital

- BubAcute PoC
31 Ambulatory
4y Transpor/inar-FaC

= Acute, IntensivelCritical
5} PerOperative (ICU, OR)

- Emergency
6)  ERfMrauma (ETU), eg Burn]Unit
7} Restcue (AmbulanceMadEvac)
8) - Anciliary {Renal, Echo, EKG, elc.) e
o) MatemtyOOLRORE) S & A L.
16} Gther- &) I"I'lffST.l'?g Home, ME Office/ Suite T e 22 WPAN Wilass Parsaral ||'P=:|:r|l|:!|maMcr\'\-m

= WOAN Wireless Dady A Nabwork

T2 WIHAKN: Winsluss Wide Area-Nabwork
A WA Winioss Melto Aree hatwom

8/2/2010  Courtesy Jan Wittenber, Philips/IEEE 11073 4



EMC and Interference

= Electromagnetic compatibility (EMC)
broadly deals with interactions between

electronic devices
= Focus on Harmful Interference

¢ FCC Definition: “...Interference which
endangers the functioning... or seriously
degrades, obstructs, or repeatedly
Interrupts a radiocommunication....”
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EMC Experiences

o Cell phones and patient ventilators
& http://www.medscape.com/viewarticle/475203?rss
o TV vs. Part-15 Medical Telemetry

& http://www.fda.gov/MedicalDevices/Safety/MedSunMedicalPro
ductSafetyNetwork/ucm127778.htm

o Some hospitals are still using Part-15 medical telemetry in
“unused” TV channels

& Initial conversations during a conference call with the IEEE
Standards Coordinating Committee 41 ad hoc on White Space
(WS) Radio indicates little knowledge of or concern with EMC
and medical devices

o Analog AND Digital TV vs WMTS

& http://www.fda.gov/MedicalDevices/Safety/MedSunMedicalPro
ductSafetyNetwork/ucm127780.htm
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EMC Experiences — Cont.

O Bluetooth vs. WiFi

¢ Bluetooth observed to cause WiFi outages within 5 meter
radius

Frequency Hopping vs WiFi
WIFi1 vs. WIFI
TS WiFi vendor solutions cause some WIFi devices to loose
connections and/or data, e.g. channel setting algorithms

¢ Large, well-known academic medical center wireless

network experienced major outages when adding half of
800 wireless IV pumps
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Last Mile Problems

= Last mile problems include EMC if end devices
are numerous

¢ This includes healthcare facilities

¢ This also includes multi-dwelling units

*»  One of our ClOs has achieved mobility in her
condo only with the aid of a 25’ CAT5 patch
cable.
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Underlying problems

m Over-marketing by vendors unfamiliar with medical
devices

¢ Claims of “interference-proof”, “medical grade”, and even
“unlimited capacity” for their wireless technologies

¢ Vendors shun risks, but will only acknowledge risks if
required to comment

Lack of management tools

Limited ability for end customer to become
knowledgeable and to act on risks
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Recommended Solutions

= Formal, ongoing, working group between FDA
and FCC, with input from expert stakeholders

¢ Similar in nature to existing FDA Workgroups

¢ May need to reexamine dedicated spectrum —
E.g. MedRadio and MBAN
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Recommended Solutions —
Cont.

m Recognition of IEC 80001 Risk Management Standard
— “Application of risk management for IT-networks
Incorporating medical devices”

¢ Applies only to health providers — does not apply to
iIndividual/public use in home, at work, or on the street

m Recognition by ALL parties (hospitals, medical device
manufactures, IT vendors, communications
companies) that cooperation is required perform risk
management and ensure wireless medical devices and

systems are safe and effective.
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